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[1] Introduction

The internet has changed how we live, work, and talk to each other. The internet
gives us a lot of options, from the ease of shopping online to the power of quick
messaging. But as technology becomes more and more important in our lives, it
also opens us up to more and more risks that put our privacy, safety, and health
at risk. To stay safe in this complicated modern world, we need to be aware of our
surroundings.

There are more cyberattacks, identity theft, false information, and data breaches
than ever before. They happen every day now. Hackers and other bad people are
always coming up with new ways to take advantage of weaknesses. We are also
easy targets because we share so much personal information online. In addition
to technical risks, the digital world also has social problems, such as cyberbullying
and seeing harmful material and false information online.

It's not enough to use the newest tools and technology to stay safe online. It's
about developing a cautious attitude, learning how to spot possible threats, and
taking steps to lower your risks.

Every person, no matter what age, needs to know how to stay safe online. As
technology keeps getting better and more integrated into our daily lives, it's no
longer a choice but to know how to stay safe for yourself. You can enjoy the
benefits of the digital world while reducing its risks by developing the right habits
and learning the right things.

I'll talk about a lot of different things in this TraPe, from digital dangers to social
media. I'll also tell you how to be safe online, and make a video game in the end.
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[2] Personal data

Personal data is everything about you. Your credit card that you used to purchase
something from a store, your ID which you used to verify yourself, etc. It is all
stored somewhere on a unknown server. (Personal data can also be referred to
the files you keep on your device)

Personal data is frequently likened to oil, which powers the most successful
companies of today in the same way that fossil fuels powered those of the past.
However, the customers from who it is taken frequently have no idea of how
much of their data is gathered, who may view it, and how much it is worth.
Hundreds of businesses, some more personal than others, collect information
about you every day. Academic researchers, hackers, government enforcement,
and other countries, as well as a bunch of businesses attempting to sell you goods
may then obtain that information.

The most sensitive data kept online includes social security numbers, bank
account information, and medical records. While search engine history, location
information, and social network posts might potentially be revealing, they are
usually monetized differently than (for example) your credit card number. You
might be surprised to learn that there are other types of data collection that fit
into other categories. Did you know that certain companies are examining the
way you touch on your smartphone?

All of this information is gathered using a wide range of consent: Sometimes data
is turned over knowingly, while in other cases, people may not realize they are

giving up anything at all. Often, it is evident that something is being collected, but
the specifics are buried in terms of service agreements that no one wants to read.

You might think that social media platforms like facebook, whatsapp etc. are free
to use — but in reality you’re paying with your personal data, which is (in most
cases) used to target you with ads.
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So what actually happens with your personal data? Most of the time, companies
gather personal data to understand how you use their product. For example,
TikTok analyses what videos you like and don’t like and displays only videos which
are relevant to what you like. Companies may also use your personal data to
assist you faster in case of needed support. At least, that’s what these companies
say. The sad truth is, noone really knows what happens with your personal data.

Maybe the trade of using an app for free and giving away your information may or
may not be worth it, there is another buiseness which analyzes and sells your
information without giving you anything. These firms are called data brokers.
They collect information from publicly available sources such as property records,
marriage licenses, and court cases. They may also try to but/collect your medical
information, browser history, social media contacts, and online purchases.
Depending on where you live, data brokers may potentially purchase your
personal information from the car shop. Don't have a driver's licence? Retail
stores also sell information to data brokers.

The information that data brokers acquire may be incorrect or out of date.
However, it can be extremely beneficial to businesses, marketers, investors, and
individuals. According to the Interactive Advertising Bureau, American
corporations alone spent more than $19 billion on gathering and analyzing
consumer data in 2018.

While you may quickly deactivate your Facebook account, getting these
companies to erase your information is time-consuming, difficult, and often
impossible. In fact, the process is so time-consuming that you can hire a firm to
complete it for you.

There is no real way to prevent your personal data from getting passed around,
sadly. One thing that can be done is to minimize online purchases or registering
on too many websites. You can also minimize usage of social media.
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[3] Digital threats

[3.1] Malware

Malware, which is short for malicious software, refers to any intrusive software
developed by cybercriminals (hackers) to steal data and damage or destroy
computers. There are different types of malware. Some examples would be:

- Viruses

- Trojans

- Spyware

- Adware

- Ransomware

Each one of these is designed to harm your computer and your data in different
ways. While some have a payload of straight up deleting everything on your
computer, some encrypt everything on it and demand a ransom which you have
to pay in order to get your files decrypted. There are also malwares that stay
hidden in the background, slowly stealing your data. According to avg.com, over
300.000 new types of malware are being released every single day.

Quick breakdown on how malware works:

Malware must first get into a system it wants to attack. Malware can be spread
through phishing emails with malicious links or files that trick users into
downloading it, or through drive-by downloads that happen automatically when a
user visits a website that has been hacked. Other ways are to use software flaws,
put malware on apps that look like they are safe, or use infected USB drives or
malicious ads on websites that people trust.

Once it's been sent, the malware has to be run in order to take over the machine.
Most of the time, this happens when the user runs a malicious file without
knowing it or when malware takes advantage of a weakness to run regularly.
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Following its completion, the malware makes sure it stays in the system by
changing system files, setting up scheduled tasks, or adding itself as a background
service. This kind of depends on which type of malware it is, as it also may just
destroy the users device right away.

As soon as the malware is installed, it starts doing what it was made to do. This
can be different for each type of malware. Spyware can start to collect private
information like credit card numbers or passwords. Ransomware, on the other
hand, locks files and shows a note asking for money to unlock them. Trojans and
bots can connect to a remote computer to get instructions, while viruses and
worms can damage data, stop systems from working, or spread to other devices.

Malware also uses a variety of hiding techniques to stay unnoticed and work as
well as possible. To get around antivirus programs, it might hide its code in files or
encrypt its payload. Malware can be hidden with rootkits, and polymorphic
malware changes its code slightly with each infection to escape being found.
Malware will sometimes turn off security features like firewalls, antivirus
software, or automatic system updates so that they can't be removed.

Finally, malware does what it set out to do, whether that's to steal private data,
secure data for ransom, break into networks for remote control, or spread to
other systems. Some software takes over system resources to mine
cryptocurrency, while others record audio, video, or keystrokes to spy on users.
Damage can range from being inconvenient for one person to big financial loses
or problems that affect the whole system.

To stay safe from it, you need both good habits and protection tools. Make sure
you keep your software, operating system, and apps up to date. To find threats
right away, use antivirus software from a reliable company and keep it up to date.
Most computers come with pre installed antivirus software. Be careful when
you're online and stay away from strange links, downloads, and emails that you
haven't checked out. These are common ways that malware gets spread.
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Back up your important files regularly to an external drive or a safe cloud storage
service to keep your data safe from viruses or loss. Also a important thing is to
learn about new computer threats and be cautious when you're online.
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[3.2] Data Breaches

A data breach happens when someone who isn't supposed to see or have access
to secret, private, or protected information does. These things can happen to
people, businesses, or governments, and they usually cause a lot of damage to
their finances and image. In today's digital world, where people depend more and
more on online systems and data storing, data breaches are becoming a bigger
problem.

Data breaches usually happen in a number of different ways. Hackers can take
advantage of software security holes, use phishing to get workers to give up their
login information, or install malware on systems to get in. Another common
reason is insider threats, which can be planned or unintentional. For instance, an
employee could accidentally leak data by being careless or by setting up security
settings incorrectly.

When there is a data leak, bad things can happen. Names, addresses, passwords,
and bank information that has been stolen are often sold on the dark web or used
for fraud and identity theft. Businesses can lose money because of breaches
because they can get sued, fined, or lose customers. Damage to your reputation
can also last for a long time, lowering trust and company value.

Actions must be taken by both people and businesses to avoid data breaches. To
keep personal information safe, you must:

- Use strong passwords:
Make passwords that have a combination of lowercase and uppercase
letters, as well as symbols and numbers.Turn on 2FA:
2FA (2 Factor Authentication) is a security measure that makes people
prove who they are in two different ways before they can access an
account or system. It protects you even more than a password does,
making it much harder for people who aren't supposed to be there to get
in, even if they know your password.

10
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To lower the risk of breaches, businesses should put in place strong cybersecurity
measures, keep their systems up to date, train their employees, and encrypt
private data.

If there is a breach, quick response is very important. Companies need to figure
out how big the breach is, protect their systems, let people who were affected
know, and follow the law when it comes to reporting. People can lessen the
effects by changing their passwords and keeping an eye on their accounts for
strange behavior.

11
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[3.3] Identity Theft

If someone gets and uses someone else's personal data without their permission,
that is called identity theft. Identity theft is usually done to make money, but it
can also be done to commit fraud, pose as someone else, or hurt the victim's
image. This crime can happen anywhere, and the effects can be terrible and last a
long time.

Identity theft is common in the digital world. Cybercriminals may get people to
give up their personal information by pretending to be legitimate in emails, calls,
or social media messages. Hackers can get access to private user data when
companies or institutions have data breaches. Identity theft is also more likely
when you share too much on social media, like when you post your birthday or
other personal information.

If someone steals your personal information, they can use it in a number of bad
ways. Opening credit card accounts, taking out loans, filing false tax returns,
making purchases without permission, or going online as the target are all
common types of identity theft. People who have had their names stolen
sometimes sell them on the dark web so that they can be used again.

Several steps are needed to protect yourself from identity theft. Be careful about
what personal information you share online, and don't post too much on social
media. Do not click on links in emails or messages that you did not ask for. Also, to
stop physical theft, shred papers with personal information on them before
throwing them away.

You should quickly call your financial institutions, file a report with the police, and
put a fraud alert on your credit file if you think your identity has been stolen.
Identity theft can be hard to fix, but acting quickly can lessen the damage and
stop your personal information from being used in other ways.

12
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[4] Social media

[4.1] What exactly is social media

Apps called "social media" let people make, share, and interact with material and
connect with others in a virtual world. People can talk to each other, work
together, and share information in real time. Usually through text, pictures,
videos, or voice.

Facebook, Instagram, Twitter (now X), TikTok, LinkedIn, Snapchat, and YouTube
are all well-known social networks. Each one is useful for different things, like
making personal connections and having fun, or finding business connections and
learning new things.

User-generated material is what makes social media work, and people often love
to interact with each other. Posts can be liked, commented on, shared, or
engaged with by users, which builds a sense of community and teamwork. Also,
these platforms use algorithms to choose what material to show users based on
what is most interesting or relevant to them.

People use social media to stay in touch with friends and family, express
themselves, and find new hobbies. Businesses, influencers, and organizations use
it for marketing, building brands, and getting people to interact with their
content. But social media also has alot of problems and dangers which will be
covered in the next chapter.

13
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[4.2] Social media threats

[4.2.1] Cyberbullying

Cyberbullying is a type of bullying that happens (mainly) on social media. It means
using social media to bother, scare, shame, or hurt other people. Traditional
bullying usually happens in person, but cyberbullying can happen anywhere and
at any time, as long as the victim has a device that can connect to the internet.
This ongoing connectivity can make the experience too much for victims to handle
and make it impossible for them to leave.

Cyberbullying shows up in a lot of different ways, from overtly aggressive
behavior to more subtle, manipulative ones. Trolls, or people who bother or
offend others for fun, often make the problem worse in public forums or social
media posts.

One of the biggest problems with cyberbullying is that it can affect a lot of people.
In traditional bullying, events usually only happen in one place, like a schoolyard.
But actions taken online can quickly spread to many other people. In just a few
hours, a hurtful post, video, or rumor can reach hundreds or even thousands of
people, making the target feel even worse and making it very hard to fix the
damage. A digital footprint stays around forever, so even if the content is
removed, it might have been shared, downloaded, or saved.

In a year, about 49% of teens reported that they’ve experienced some form of
cyberbullying. Some common reasons why they’ve been cyberbullied would be
becasue of their:

- Dating partners
- Friends

- Sexual behavior
- Weight

- Appearance

14
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- Disability

Cyberbullying can have very bad effects on a person's mental health. People who
are victims of abuse often feel anxious, depressed, and have low self-esteem.
People who are bullied often feel ashamed, powerless, and alone, especially if
they can't find or talk to their bully. Cyberbullying has been linked to self-harm
and death in the worst cases. Teenagers and adolescents are especially at risk
because they are still developing and depend on group approval. But adults aren't
safe either; cyberbullying can happen to anyone, from famous people and
workers to regular people.

Parents and teachers have a big part to play in teaching kids how to behave
properly online, show empathy, and know what happens when someone
cyberbullies someone else. Parents and kids should talk to each other about what
they do online. This will help find problems early on. Kids should be told by their
parents to speak up if they or someone they know is being bullied online.

Tech companies and social media sites also need to do more to stop abuse. A lot
of platforms let you report harmful material, block or mute rude users, and
change your privacy settings to decide who can see and interact with your profile.
Users can make their accounts secret, stop certain people from commenting, and
hide posts from certain people.

Another effective step is to block the bully. This stops any further contact and
limits the bully's ability to see the victim's profile. Legal help may be needed in
some cases, especially when the bullying includes threats, stalking, or very bad
abuse. Different countries and regions have different laws about cyberbullying,
but many now see it as a crime that can be punished.

15
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[4.2.2] Identity Theft / Fake profiles

Identity theft and making fake accounts are common ways for cybercriminals to
trick and take advantage of people online. For these crimes, people pretend to be
someone else, either by stealing someone else's name or making up a whole new
persona, in order to hurt or trick others. With the rise of social media and online
contact, it's easier for bad people to make fake profiles, which puts people's
safety and privacy at great risk.

When someone makes a convincing fake account using someone else's name,
pictures, and personal information, they are impersonating that person.

Fake accounts can also be made up completely. Cybercriminals use stock pictures
or other random information to make these accounts look real and get people to
follow them. People often use these accounts to trick people, spread malware,
ask for information, or change people's minds. Bots, which are automated
programs made to connect with users and act like real people, sometimes run
fake profiles. Bots are often used to spread propaganda, fake engagement
measures, or increase the number of followers.

Some of the reasons people impersonate others and make fake profiles are:

- Financial fraud: Scammers pretend to be other people or make fake profiles
to get people to send money, share personal information, or buy fake
goods or services. They also can try to make people invest in something
risky.

- Phishing: People are tricked into clicking on harmful links or getting harmful
attachments by fake profiles. This lets thieves steal their personal
information.

- Misinformation and Propaganda: People use fake accounts to share false
information, change people's minds, or get in the way of political
conversations.

16
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- Cyberstalking and harassment: People who pretend to be someone else can
use fake accounts to bother, stalk, or scare people without giving away
their real identity.

How do you know if a account is impersonating someone?

1. On most platforms, there is something called a “verification badge". This
marks that the account is verified. These verification badges are given out
to popular people and companies. Original accounts will also have a big
post history, (usually) a high followers count and a clean username.

Elon Musk @ «=—— Verification mark
¢«—— (Clean username

Elon Musk

2. Ifit’s an account that isn’t impersonating someone popular, it may be
harder to know. If you ever get a friend, follow or message request from

17
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someone you know, but you thought you already had them added, check
your following list. If you already see the person in your following list, there
is a very high chance the request is someone impersonating. You can also
try to contact the person on other social media or through text to ask them
if it’s really them.

18
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[4.2.3] Catfishing

Catfishing is a type of online fraud in which someone makes up a fake identity to
get close to someone emotionally or romantically. Catfishing is when someone
makes up a whole new identity or makes big changes to their real one to trick
other people.

Catfishers may make up fake names, photos, and pasts to make an online image
that seems real but isn't. They usually talk to their target for a long time, getting
to know them and building confidence and emotional connections over time.
People can talk to each other in these ways on social media sites, dating apps, and
other websites where people often meet and start relationships. The person who
is catfishing usually wants to get something emotional, psychological, or financial
from the victim, but they don't use their name or credentials to do it.

While similar, catfishing isn’t the same as impersonation - Impersonation is when
you use someone else's identity to trick them, but catfishing is when you make up
a fake identity from scratch. Instead of mimicking a real person, the catfisher
might use pictures of strangers or made-up details.

Catfishing is also usually done to get something emotional, like making friends,
getting love, or getting pity. Identity theft and impersonation, on the other hand,
are usually done to commit scam or get private information.

How to avoid being catfished?

- Check photos: Use reverse image searches and other tools to see if the
person's pictures are real or have been used elsewhere with different
names.

- Watch out for excuses: This could be a sign that someone doesn't want to
meet in person or on video calls. Real relationships usually let you talk to
each other in real life over time.

19
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Look for things that don't seem right: Pay close attention to the little things
they say. If their story changes a lot or is inconsistent, it could mean that
they are not who they say they are.

Slow down: It can be fun to meet new people online, but you should take
your time getting to know them and not rush into giving out personal
information or making emotional promises. This will help you avoid falling
for fake relationships.

20
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[4.2.4] Reputation Damage

As we live in the digital world, reputation damage is when negative or false
information about a person or group spreads online and hurts their public image.
Damage like this can come from many places, like posts on social media, online
reviews, personal information that gets leaked, or bad campaigns like
impersonation, spreading fake news, or abuse. Because information spreads so
quickly online, even a small problem can quickly get worse, hurting a person or
business's image for a long time.

People can lose their image if their personal information is shared without their
permission, if they are involved in a scandal, or if they are falsely accused of
something. These kinds of events can have an impact on mental health, personal
relationships, and work prospects. Public relations crises, bad reviews, or
complaints from customers can cause companies to lose trust, customers to stop
buying from them, and money.

Things that hurt a reputation:

- Backlash on social media: One controversial post or comment can lead to a
lot of negative feedback, which can hurt your image.

- Data Breaches: When personal or business information gets out, it can hurt
trust and leave people or businesses open to more attacks or scams.

- Misinformation and fake news: Spreading false information, whether on
purpose or by chance, can hurt people's reputations by giving a false
picture of events.

- Cyberbullying: Repeated attacks online can hurt a person's image, which
could lead to being left out of social groups or having problems at work.

- Fake reviews: Customers who leave bad reviews online can hurt a
business's reputation and make potential customers not want to do
business with them.

21
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Damage to your reputation has these effects:

Personal effects: People may experience mental pain, social isolation, or
setbacks in their careers. If you have a bad image, it can be hard to gain
trust in both personal and professional settings.

Professional effects: Damage to a business's reputation can lead to lost
customers, less money, and a drop in its market place. It can also hurt
relationships and the trust of investors.

How to avoid and fix damage:

Watch Your Online Presence: Checking for mentions of your name or brand
online on a regular basis can help you find problems early. Tools like Google
Alerts can let you know when new content with your name in it shows up.
Respond quickly and professionally: Dealing with bad news quickly and
quietly can stop things from getting worse. Businesses that talk to unhappy
customers and offer answers show that they want to solve problems.

Get Professional Help: If the problem is really bad, hiring pros in reputation
management can help you handle it well. They can help keep the story in
check and restore a positive picture.

22
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[4.2.5] Investment scams

Investement scams are a very big topic on social media. Even your favorite
influencer might promote such a scam. Let’s take memecoins for an example.

You can think of meme coins as cryptocurrencies that were made as a joke. Still,
the value of some joke coins has skyrocketed, reaching multibillion-dollar market
caps and even getting support from famous people. While these traits make
meme coins seem like they have some kind of basic value or special use case, the
truth is that almost all of them don't. Instead, crypto buyers often buy meme
coins to be a part of a group or just for fun. It's impossible to know what to do
with most joke coins. Anyone can make their own by "forking" existing cryptos.
With meme coins becoming more popular over time, there has been a scam
called a rug pull that’s been recently popping up on social media. Most of the
time, influencers will advertise or even make their own memecoin with a team of
people. Because their fans ‘trust’ the influencer many of them invest in the coin.
The project team "pulls the rug" out from under investors by quitting the project
and running away with the money received. Similar scams have happened in
traditional markets, but as the digital financial industry has grown, it has opened
up new ways for them to work. It's easy to see why rug pulls do so well on DEX
platforms: there are too many crypto projects being made today, starting a new
product has become a lot easier, and it's easier than ever to get financially stable
people who don't know what's going on.

To find out if it’s a investment scam, you can:

- Avoid making investments based on social media hype alone.

- Look for signs of high-pressure tactics, such as urgency or promises of
guaranteed returns. Guaranteed returns are impossible.

- Consult with a financial advisor before making significant financial
decisions.

23
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[4.3] Al-based threats

[4.3.1] Voice cloning

Voice cloning allows criminals to replicate a person's voice with high accuracy,
making scams and fraud more convincing than ever before. This technology, once
used for entertainment and accessibility, is now being exploited for malicious
purposes.

To clone a voice, Al first requires audio samples of the person speaking. The more
audio available, the more accurate the clone. Traditional Cloning requires minutes
to hours of clean, high-quality recordings to train an Al model. Newer Al models,
like Microsoft’s VALL-E, need only 3 seconds of recorded speech to generate a
convincing voice clone.

Attackers collect voice samples from:

- Publicly available recordings: TikTok, YouTube, Instagram, interviews.

- Phone calls: Scammers may trick victims into speaking over the phone to
extract voice data.

- Voicemail Recordings: Voicemail recordings can be used for cloning.

Once the audio data is collected, an Al model is trained using deep learning
techniques to analyze and replicate the speaker’s voice. These are the things that
get analyzed and replicated:

- How the speaker forms words and syllables.

- The person’s natural voice tone and intonation.

- The way the person naturally pauses or emphasizes words.

- Some models can even learn emotions like anger, sadness, or excitement.

These models use deep neural networks to process voice features and generate
new speech patterns that sound like the original speaker.

25
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Once the Al model has learned the speaker’s voice, it can generate speech from
any text input. This step uses a text to speech (TTS) engine that converts written
words into realistic spoken words.

While this can be used for good purposes, it mostly isn’t:

- Scammers use cloned voices to impersonate CEOs, government officials, or
loved ones in fraud schemes.

- It can be used for calls from “banks” or “family members” using Al voices to
steal money.

- It can be used for spreading false information.

- Oritcan be used for Al-generated ads featuring cloned celebrity voices
promoting scams.

In early 2020, a finance worker at a multinational firm was tricked into paying out
25 million dollars to fraudsters using deepfake technology to pose as the
company’s chief financial officer in a video conference call.

According to Hong Kong police, the worker was tricked into participating in a
video conversation with what he believed to be multiple other employees, but
they were all deepfake recreations.

Chan claimed that after receiving a message allegedly from the company's chief
financial officer, who is headquartered in the UK, the employee became skeptical.
The employee initially thought it was a phishing email since it mentioned the
necessity of conducting a covert transaction.

However, the worker put aside his early doubts after the video call because other
people in attendance had looked and sounded just like colleagues he recognized.

This event is a good example about how powerful voice cloning can be, and how
more powerful it can be with deepfakes.
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[4.3.2] Deepfakes

Deepfakes are Al-generated media that manipulate images or videos to create
realistic but fake content. Deepfakes are very dangerous, especially if you have a
well trained Al model that makes them. They can be used for entertainment but
can also be used to destroy lives.

Deepfakes use Al models, primarily powered by Generative Adversarial Networks
(GANs). These models analyze thousands of real images or videos of a person to
create highly realistic fake versions that mimic their appearance, voice, and
movements.

GAN
A GAN consists of two Al models: a generator and a discriminator.

- The generator: Creates fake images, videos, or audio from random noise.
- The discriminator: Tries to detect if the generated content is real or fake.

These two models continuously compete, the generator improves at making fake
content while the discriminator gets better at spotting fakes.

Most Al models are accessible to everyone, and only need 1 image of a person to
create a deepfake. The most common deepfakes are:

- Video deepfakes

- Audio deepfakes (voice cloning)
- Face swaps

- Image deepfakes

- Pornographic deepfakes

In March 2022, a deepfake video surfaced online depicting Ukrainian President
Volodymyr Zelensky allegedly announcing Ukraine's surrender to Russia. This
deepfake video was shared on various social media platforms and even appeared
on a compromised Ukrainian news website. The video was later removed from all
platforms.
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In January 2024, Al-generated explicit images falsely depicting singer Taylor Swift
were widely shared across social media platforms, including X, Reddit, and
Instagram. One particular post gained 47 million views before being removed.
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[5] Digital footprint

[5.1] What is a digital footprint?

Everything you do online — post on social media, buy something on amazon or

send an email adds to your digital footprint. It’s like a trail you leave everytime
you do something on the internet. There are different types of digital footprints:

Active digital footprint:

Data/activities you intentionally store/do online

For example:

4c5

Activity

Data stored

Social media posts

Photos, videos, comments, likes,
shares, timestamps

Emails & messages

Content, recipents, metadata*™

Online registrations

Name, email, phone number,
preferences

Public reviews

Your opinions/reviews on
different topics

*metadata = data that provides information about other data. For example

metadata in a message would be the author, date the message was sent, it’s

contents etc.

Passive digital footprint:

Data collected without your direct input or knowledge

For example:

Activity

Data stored

Website visits

IP address**, browsing habits, time
spent
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Device & location data (For example
turning on your location for an app)

GPS, IP-based location, Wi-Fi
connections

Cookies & trackers (You normally get
propmted to accept them when you
visit a website.)

Login details, preferences

**|P address = the unique number assigned to every device that’s connected to

the internet

“Anonymous” digital footprint

Data collected without a linking to a specific identity (but still trackable)

Activity

Data stored

Incognito browsing

Browsing history deleted locally, but
your internet provider can still track it

Public Wi-Fi usage

Temporary IP address and device data

Transactions with “anonymous”
currency like crypto

Wallet address, transaction history
(can be tracked through blockchain
analysis)

All of these merge into one big footprint. Theres many more exmaples on
different types of digital footprints, but they all merge into one big one in the end.
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[5.2] Why is it important to keep your digital footprint clean?

Since everything you do online contributes to your digital footprint, even a evil
comment you made 5 years ago will show up when someone does a background
check on you. Most employers do a background check with a tool that analyses
the internet for any accounts under your username, email or phone number. The
employer can then see all the sites you have an account on, what your private
social media account is etc. This may seem unfair, and it is. Many people call it a
invasion of privacy, and that people shouldn’t hire someone based on their
actions in the web. Not only employers can do background checks —there is a
website that only needs a person’s email to perform a full in-depth background
check on them.

Not only can your digital footprint impact your chance to get a job but it can also
impact university admission requests, affect the ability to take out loans, it can
even be used against you in court!

There’s no way to completely clear your digital footprint, but there are ways to
reduce it or to “hide” it:

- Use a 2" e-mail for buiseness/work: Create a new e-mail which you will
only use for work and which you will not use to sign up on any other sites
- Check background check sites (example: https://epieos.com/) to perform a

background check on yourself, and elete any accounts on websites you
don’t use anymore, or websites that may give you a bad reputation

- Think twice before making a comment or post on social media

- Think twice before signing up to any website

- Think twice before giving your information away (exmaple: to make a
online purcahse)

It’s really important to have a clean digital footprint. In the future, it will be even
harder to mask your digital footprint, so it’s better to start keeping a clean one
now.
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[6] Making a video game

[6.1] Introduction & Planning

As mentioned in the start, | wanted to make a video game for my TraPe. | wanted
to make a educational game. | thought of a game where you monitor a social
media app and remove posts that are against the rules. | wanted to make a
mobile game, because | never made one before.

| programmed the game in LUA, using the ROBLOX Studio game engine, because it
is the only game engine that is fast, has a decent debugging system, is fairly easy
to use and supports LUA.

The reason I’'m using LUA instead of python or C, is because | am already familiar
and code with LUA since 4 years.

The concept of the game is that there are random posts being generated
randomly, and the user needs to decide if they want to moderate the post or to
not moderate it. If the player chooses the right action, they get points. If they also
choose the right reason to why they’re removing the post, they get extra points.
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[6.2] Ul Design

The first step was to design the game’s Ul (User Interface). As mentioned before, |
want this game to be a styled like a mobile game, that’s why | am gonna make this
game look like a mobile app.

| started by determining the canvas size of the game. | decided for the game
canvas to be bigger on the vertical axis. As seen on the picture the grey box is the
canvas of the game.

| then added a gradient to the canvas, to give the app some color, while still
keeping it modern.
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B A a

| then added a bottom section, where the buttons for the upcoming menus will
be. Instead of the traditional text buttons, | tried using icons and it turned out
quite nice. The first icon will be for the feed page, where random posts /
comments will be made. The second icon will be for the reports page, where
random reports posts / comments will be made. And the last icon will be for the
account page, where you can view your statistics and adjust game settings.

Next, | made the templates for the posts in the feed page. Both are smilar, but

one has a image that can be displayed. The likes on the templates are visual, and
wont really have a function later on. | will make the amount random every time
though. The warn button can be used to take report a post (if the player thinks it
needs to be reported), which then will be forwarded to the reports page.
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The reports page design was rather simple because | just needed to re-create the

templates from the feed page, but had to remove the likes and replace the warn
button with a “take action” button, and add a ignore button. The take action
button will bring up a menu to take action against the post. On the other hand,
the ignore button will ignore the report. The reports page will also have randomly
apprearing reports, which also need to be reviewed. Here’s how reports will work:

- The player can go in the feed and warn a comment for it to get sent to the
report tab OR, random reports can appear.

- Random reports give more points than self warned reports

- Ifareportisignored and was a false report, the player gains points but on
the other hand if its ignored and it was a true report, the player loses points

- The take action button will prompt a menu with different reasons to why
the posts is going to be deleted. If the player chooses the right reason, they
gain extra points.
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Username
Text

Action: Delete
Reason:

Spam

Harrasment

Impersonation

Self-Advertising

Hate Speech

Submit

B A

Here | made the menu for taking actions against reports. I'll explain every
“reason”:

- Scam: Usually phishing links or anything that is too good to be true
- Harrasment: Harrassing/bullying a person

- Impersonation: Impersonating someone

- Self-Advertising: Promoting your service without consent
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- Hate speech: Speech that expresses hate, mostly against a group of people
Next was to create the the account page, and that would be it for the Ul design.

Correct Actions
0

Incorrect Actions
0

Points
0

Restart
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[6.3] Scripting

The next step was to make the game functional. The first step was to create a

module, that stores every possible post that can occur in the game.

Once | made some random posts, which all have
different reasons and some of them are normal
posts which don’t need action taken, | could
start making a function that actually chooses a
random post and posts it in the feed or in the
reports tab. For now, | didn’t make posts that
have images in them.

Before | could make that function though, | had
to come up with a way to give the posts a
username. | came up with the idea of generating
a random username, which consists of a random
adjective followed by a random word then
followed by 2 random numbers. Example:
FaithfulToucan48
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Adjectives list

Objects list

Function chooses random number,
adjective and objects and formats a string
and returns it.

landomNumber)

<= Bug fix: Since | forgot you can’t get a
length of a number in LUA, | had to fix something by converting the number into a
string and then getting the length of it

Now that | had the username problem solved, it was time to make the main
functions, so the functions which generate posts in the feed and make them
reportable.

Variables

Placeholder for the ignore and review functions

Function that creates a
new report, with the
options to ignore or revig

Function that creates
a new feed post with a
option to report it

The next step was to make the ignore and review functions work as they are only
placeholders for now.
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If the player put a post

under review but it is

not required to review
they lose points

If the correct action for the post
was to review it, the player gets
prompted reasons for the
review, and they get extra
points if they select the correct
reason

Ignore function, if post was required
to be reviewed, player loses points
else they get points

Now that the review and ignore function is done, | did a little test to check if
everything was working, and sure enough it worked perfectly. Next thing to do
was to make posts appear randomly on the feed, every 20-30 seconds or so. Same
goes for the reports page, but the chance of a report appearing without the
player reporting it themselves would be lower.

- if m

veiteme e o @very 20-30 seconds a new
- post is created, there is a 33%
chance that the post is
instantly sent to the reports tab

Task.spawn was used here because a script can’t run 2 loops at once so | had to
spawn the loop in another thread.

Then, | tested the game a few times and it worked perfectly. Now the image posts
are missing, so | will do that next.

41



Szymon Szydlik TraPe 2025 4c5

HungryPelican23
Look at my cat everyone! &

Now, posts with images also work.
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[7] End
[7.1] Sources & credits

https://www.gquanthub.com/what-are-examples-of-data-in-our-personal-public-

and-professional-lives/

https://termly.io/resources/articles/personal-information/

https://www.malwarebytes.com/malware

https://www.ibm.com/think/topics/data-breach

https://en.wikipedia.org/wiki/List of data breaches

https://www.avg.com/en/signal/malware-statistics

https://www.avast.com/c-cyberbullying-statistics

https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html

https://www.npr.org/2022/03/16/1087062648/deepfake-video-zelenskyy-experts-war-
manipulation-ukraine-russia

https://abchews.go.com/US/taylor-swift-ai-fraud-act-congress-plans-fight/story?id=106765709

https://www.avast.com/c-what-is-a-digital-footprint

https://en.wikipedia.org/wiki/Social media

https://www.ibm.com/think/insights/10-ai-dangers-and-risks-and-how-to-manage-them

Credits:

Icons used in the Ul Design for the game: https://icons8.com
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